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Abstract

Nondeterminismis a centralconceptin computerscience. Every stu-
dentof computerscienceis facedwith this concept,sinceit is thebasisof
the
���

-completenesstheoryandis appliedin automatatheory, formal lan-
guages,andmany moreareas.Studentstend to have difficulties with the
abstractconceptof nondeterminism.Hereadifferentapproachto nondeter-
minismis proposed.Studentsshouldfirst learnthefundamentalconceptof
randomizationandrandomizedalgorithms,sincerandomizationhasnowa-
daysapplicationsin all areasof computerscience.Afterwards,nondeter-
minismcanbeeasilyintroducedasa specialcaseof randomization.

Zusammenfassung

Nichtdeterminismusist ein zentralesKonzeptin der Informatik. Jeder
Informatikstudentwird im LaufeseinesStudiumsmit diesemKonzeptkon-
frontiert,dennesist dieGrundlagederTheorieder

���
-Vollständigkeit und

wird in der Automatentheorie,bei formalenSprachenund in vielen ande-
ren Bereichenangewendet. Studentenhabenhäufig Schwierigkeiten mit
dem abstraktenKonzeptdesNichtdeterminismus.Wir stellenhier einen
anderenZugangzumNichtdeterminismusvor. Studentensolltendanachzu-
erstmit demgrundlegendenKonzeptder Randomisierungund mit rando-
misiertenAlgorithmenvertrautgemachtwerden,dennRandomisierunghat
gegenẅartig Anwendungenin allen Bereichender Informatik. Anschlie-
ßendkannNichtdeterminismusals Spezialfall der Randomisierungbehan-
deltwerden.
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1 Introduction

Nondeterminismis oneof the oldestandmostfundamentalabstractconceptsin
computerscience.Nondeterministicautomatadescribethe possiblebehavior of
finite-memorycomputers.Machinemodelsdescribingtheclassesof context-free
andcontext-sensitivelanguagesareinherently(or, at least,presumablyinherently)
nondeterministic.The ��� -completenesstheorywhichhadinfluenceonthethink-
ing of all computerscientistsis basedon thecomplexity class��� of all decision
problemswhich canbedecidednondeterministicallyin polynomialtime. Hence,
everystudentof computerscienceis facedwith nondeterminismwhichusuallyis
definedin thefollowing way.

A nondeterministicmachinehasthepossibilityto choosein each configurationits
successorconfiguration froma finite setof configurations. It acceptsan input iff
there is a legal computationpathto an acceptingconfiguration.

The typical questionof a studentis: “How canwe build sucha machine?”The
typical answeris thata nondeterministicmachinecannotbebuilt andthatnonde-
terministicmachinesareabstractdevices. Onemay have the ideaof a machine
which “guesses”the“right” successorconfigurationif thereis one.Anotheridea
is to think of a parallelcomputerwherethe differentcomputationpathsarefol-
lowedby differentprocessors.However, in orderto simulatea nondeterministic
machinefor alinearnumberof stepswemayneedexponentiallymany processors.
In any case,nondeterminismturnsout to be “not realizable.” I have held much
morethanthousandoral examinationson this subjectandit hasturnedout that
only excellentstudentsdo not have difficultieswith theconceptof nondetermin-
ism.

Also the otherwell-known descriptionsof nondeterminismarenot useful in the
verybeginning.Thereis alogic-orienteddescription(usingoneexistentialquanti-
fier for astringof polynomiallengthandapredicatewhichis decidablein polyno-
mial time, see,e.g.,Garey andJohnson(1979))anda proof-orienteddescription
(thereis aproofof polynomiallengthconvincingapolynomial-timeverifierif f the
input hasto beaccepted,see,e.g.,Mayr, Prömel,andSteger (1998)). All in all,
thecommonapproachesto teachnondeterminismhave seriousdrawbacks.Nev-
ertheless,thesedescriptionsof nondeterminismareusefulandhave to be taught
later, but, aswe think, not asfirst approachto nondeterminism.

Here we proposeanotherapproachto nondeterminism. It is not claimedthat
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this approachis totally new. It hasbeenmentionedat leastimplicitly at various
places,but it hasnever beenproposedasthe first definition of nondeterminism
studentsshouldsee. The approachis to introducerandomizedalgorithmsand
thennondeterminismasa specialkind of randomization.This approachhasnot
beenproposedin thesixties,seventies,or eightiesof the lastcentury, sincethen
randomizationwas not sucha fundamentalconceptin computerscienceas to-
day. Nowadays,the designof datastructures,algorithms,andsearchheuristics
typically leadsto solutionsbasedon randomization(seeany monographon new
algorithmicconcepts).Hence,it is necessaryto teachrandomizationin thebasic
courseson theoreticalcomputerscience.

In Section2, webriefly discusswhy randomizationcanandshouldbeintroduced
in basiccomputersciencecoursesat universities.In Section3, we describecom-
plexity classesbasedonrandomizedcomputationsandintroducethelandscapeof
thesecomplexity classes.In Section4, we show how this approachleadsdirectly
to the conceptof nondeterminismasa specialcaseof randomization.We finish
with someconclusionsandanoutlook.

2 Randomized algorithms

Quicksortis themostimportantsortingalgorithm.Theclassicalquicksortvariant
is deterministic.Thenquicksortis inefficient for certaininputs.It is only efficient
if we believe thatall input types,i.e., all permutationsof sortedsequences,have
the sameprobability to be processed.Thereis no reasonto believe in suchan
assumption.Randomizationis thekey to solve theproblem.If thepivot element
is chosenrandomly, quicksortis with veryhighprobabilityefficientandthisholds
for eachinput.

Randomizationis thekey to efficientandreasonablebehavior in many situations.
Onefamousexampleis gametheory. Consider, e.g.,thewell-known gamecalled
scissors-paper-stone.If we areafraid thatour opponentis psychologicallysupe-
rior, ouronlychancenotto losethegame(in thelongrun)is theuseof randomized
strategies.

Cryptographyand,therefore,dataprotectionandthedesignof digital signatures
arenotpossiblewithoutrandomization.Keyshaveto bechosenrandomlyin order
to confuseopponents.Themostpopularpublic-key cryptosystemswork with very
large prime numbers(approximately500-1000bits). How canoneobtainsuch

3



randomprime numbers?Onechoosesrandomnumbersandtestswhetherthey
are prime. Efficient deterministicprimality test algorithmsare not known and
oneusesrandomizedalgorithms.With very smallprobability, sucha testclaims
thata compositenumberis prime(falsepositive). Theideabehindthis testis the
following. Eachnumbersmallerthanthegivennumber� is apossiblewitnessthat
� is not prime. More precisely, if � is prime,thereis no witnessproving that � is
notprime.However, if � is composite,at leasthalf of all possiblewitnessesprove
that � is composite(without revealinga properfactorof � ). Using resultsfrom
classicalnumbertheoryit canbetestedefficiently whether� is awitnessto prove
that � is composite(for detailsseeMotwaniandRaghavan(1995)).Somepossible
witnesses,perhaps100, are drawn randomly. Either we have found a witness
proving that � is compositeor we believe that � is prime. If � is composite,
theprobability, thatamong100randompossiblewitnessesthereis no witnessis
boundedaboveby 	�

����� .

Primality testingis sucha famousexample,sincetheproblemis important,noef-
ficientdeterministicalgorithmis known,andtherandomizedalgorithmis efficient
andhasa failureprobabilitywhich canbeacceptedin applications.

“There aretwo principal advantagesto randomizedalgorithms.The first is per-
formance– for many problems,randomizedalgorithmsrun fasterthanthe best
known deterministicalgorithms.Second,many randomizedalgorithmsaresim-
pler to describeandimplementthandeterministicalgorithmsof comparableper-
formance”(Motwani andRaghavan (1995)). This is the casewhenconsidering
randomizedskip lists insteadof deterministicbalancedsearchtrees,the finger-
printing techniques,gametree evaluation,or randomizedsearchheuristicslike
simulatedannealingor evolutionaryalgorithms.Already this shortlist of exam-
plesprovesthatstudentsshouldlearnaboutrandomizationveryearly. Complexity
theory hasthe task to describecomplexity classesrelatedto randomizedalgo-
rithms.

3 Complexity classes based on randomized compu-
tations

We have to distinguishdecisionproblems(decidewhetherthebesttour in a TSP
instancehasa costof at most � ) andthe moregeneralclassof so-calledsearch
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problems(computeanoptimaltour for a TSPinstance)whereperhapsmany dif-
ferentoutputsarecorrect. We discussdecisionproblemsandusethenotation �
for the classof all decisionproblemswhich can be solved deterministicallyin
polynomialtime. For randomizedcomputations,we have to distinguishthe fol-
lowing failuretypes:

– two-sidederror, i.e.,we allow falsepositives(theansweris “yes” although
the right answeris “no”) andfalsenegatives(the answeris “no” although
theright answeris “yes”),

– one-sidederror, i.e.,weallow falsenegativesbut no falsepositives(or vice
versa),

– zeroerror, i.e.,weallow thatthealgorithmstopswithout result,all answers
have to becorrect.

One-sidederrormakesno sensefor searchproblems.Theothertwo failuretypes
caneasilybegeneralizedto searchproblems.Thepossibilityof stoppingwithout
resultis only necessaryin thezero-errorcase.In thecaseof one-sidederror the
algorithmcanproducetheanswer“no” in thecaseof notknowing theanswerand
in thecaseof two-sidederrorit canrandomlyproduceananswer.

Which failureprobabilitiesandrefusalprobabilities(thealgorithmstopswithout
result)do we accept?Let ������� beanupperboundon thefailureor refusalproba-
bility for inputsof bit length � :

– two-sidederror: it is necessarythat ��������������	 (otherwise,we may ran-
domlyguesstheresult),

– one-sidederror: it is necessarythat ����������� (otherwise,we may answer
“no” withoutcomputation),

– zero-error:againit is necessarythat ������� �!� .
We investigatepolynomial-timerandomizedalgorithms. Is the parameter�"�#���
crucial,i.e.,is it possiblethatproblemshaveefficientalgorithmswith failureprob-
abilities boundedby �"�#��� but not with failure probabilitiesboundedby �������$�%	 ?
This is not the case,if ������� is not very large. With a simple techniquecalled
probability amplificationit is possibleto reducethefailureor refusalprobability
significantly. This is very easyin thecaseof zero-erroralgorithms.We perform
�&�#��� independentrunsof thealgorithm. If we getananswerin at leastonerun,

5



weknow thecorrectanswer. Thenew refusalprobabilityis thereforeboundedby
�������('*),+.- . Evenif �"�#���0/1�324���657�#��� for somepolynomial 57�#���68$�&�����0/9�:5;�����
and,therefore,polynomiallymany independentrunsreducetherefusalprobability
to 	 
�+ . Hence,we have to distinguishonly two complexity classesfor zero-error
algorithms:

– <=�>� , where�"�#��� ?@�A2B�C�657����� for apolynomial57�#��� which is equivalent
to ������� ?D	 
�+ and,therefore,to refusalprobabilitieswhichcanbeaccepted
in mostapplications( <=�>��E/ zero-errorprobabilisticpolynomialtime),

– <=�>�GF , where �"�#���H�I� , suchrefusalprobabilitiescannotbe acceptedin
mostapplicationsand <3�G�>F is anabstractcomplexity class.

The situationfor one-sidederror is similar. If at leastonerun givesthe answer
“yes”, we know that theansweris “yes.” Hence,thefailureprobability for �&�����
independentrunsis reducedfrom �"�#��� to ������� '*),+.- . Herewe considerthe com-
plexity classJK� ( E/ randomizedpolynomial time), where �������3?L�=24���657�#��� or
equivalently �������M?4	�
�+ , andtheabstractcomplexity classJK� F , where�"�#��� �!� .
Problemsin JK� can be solved efficiently enough. Moreover, let �6NOJK� (co E/
complement)and �PNQJK�GF be the correspondingcomplexity classeswherefalse
positivesarereplacedwith falsenegatives.

The situationfor two-sidederror is moredifficult. Somerunsmay producethe
answer“yes” while otherrunsproducetheanswer“no.” Sincewe only consider
the case�������R�����%	 , the answershave a tendency to be correct. Therefore,we
take a majority vote,i.e.,we answer“yes” if a majority of therunsanswer“yes”
(tiescanbe brokenarbitrarily). Using Chernoff bounds(see,e.g.,Motwani and
Raghavan (1995)) it canbe proved that polynomially many runsanda majority
vote decreasethe failure probability from ����	S29�C�657����� for a polynomial 57�#���
to 	 
�+ . This leadsto thecomplexity class TU�G� ( E/ bounded-errorprobabilistic
polynomial time), where �������G?V���%	>24���657�#��� or equivalently �������G?9	 
�+ , and
theabstractcomplexity classTU�G�>F , where�������M�D���%	 .
Our considerationsleadto the following landscapeof complexity classes.A di-
rectededgefrom W to T correspondsto therelation WYXZT .
All relationsin Figure1 follow from ourconsiderations,only therelation JK�>FAX
TU�G�GF needsa shortproof. The complexity classeson the left sideof Figure1
containproblemswhich canbe solved efficiently, while the complexity classes
on theright sideseemto beof no practicaluse.With respectto searchproblems
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Figure1: The landscapeof complexity classesbasedon randomizedcomputa-
tions.

we obtaina correspondinglandscapewithout JK�A8[�PNQJK�A8[JK�GF , and �PNQJK�GF , since
one-sidederrormakesno sensefor searchproblems.

Onemayarguethat this is a long way, beforewe canintroducenondeterminism.
However, we argue that randomizedalgorithmsare of suchan importancethat
studentsneedto know aboutthe different typesof randomizedalgorithmsany-
wayandthat,therefore,thelandscapeof complexity classesbasedonrandomized
computationsshouldbetaughtat thebeginningof theoreticalcomputerscience.

4 Nondeterminism is a special case of randomiza-
tion

Many problemsareknown to becontainedin � . Nowadays,it is still impossible
to prove that � \/ TU�G�>F . We look for problemsnot known to belongto �
which arecontainedin someof theothercomplexity classes.Primality testingis
containedin �PNQJK� , sinceweonly acceptfalsepositivesandthefailureprobability
of asingletestis boundedaboveby ���%	 .

Let usconsidersomedecisionproblemsandthedecisionvariantsof somewell-
known difficult optimizationproblems:

– knapsackproblem,decidewhetherthereis asubsetof all consideredobjects
with a total weightboundedaboveby someparameter] anda total profit
boundedbelow by someparameterT ,
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– satisfiabilityproblem,decidewhethera circuit hasa satisfyinginput, i.e.,
an input leadingto theoutput1 (this is an importantproblemin hardware
verification),

– travelingsalespersonproblem,decidewhetherthecostof sometourisbounded
aboveby someparameterT .

The following JK�>F -algorithmsfor theseproblemswork in the sameway. In a
first step,a possiblesolution (a choiceof a setof objects,a circuit input, or a
tour) is randomlychosen. Then it is efficiently and deterministicallychecked
whetherthis solutionfulfills therequirements.Theanswer“yes” is only givenif
a legal solutionis found. Hence,only falsenegativesareproduced.Moreover, if
a solutionexists, it is producedwith positive probability. TheseJK� F -algorithms
have a failure probability which canonly be boundedby �U2^	 
�+ or �U29���Q�`_
andthey areof no practicalinterest.However, we obtainin a similar way JK�GF -
algorithmsfor many importantproblems.This implies that thecomplexity class
JK�GF is of sometheoreticalinterest.

Indeed,JK�GF is thecomplexity class ��� !

Wereformulatetheconditionsfor JK�>F algorithms:

– if thecorrectansweris “yes”, thefailureprobabilityis lessthan � , i.e.,there
is acomputationpath(of positiveprobability)leadingto thecorrectanswer,

– if thecorrectansweris “no”, thefailureprobabilityis a , i.e.,all computation
pathsleadto thecorrectanswer.

Altogether, thecorrectansweris “yes” if f thereis a computationpath(of positive
probability) leadingto theanswer“yes.” Computationpathsof positiveprobabil-
ity canbe identifiedwith legal computationpaths.Hence,�b� -algorithms“are”
randomizedpolynomial-timealgorithmswith one-sidederrorallowing falsenega-
tiveswherethefailureprobabilityhasto besmallerthan � (which for applications
is too large). Nondeterministicalgorithmscanberealized,althoughtheir failure
probabilitiesaretoo largefor seriousapplications.Nevertheless,nondeterminism
is no longeranabstractconcept.

Herewecancomparetheconsideredrandomizedalgorithms.Randomizedquick-
sort chooseswith high probability often goodpivot elements.The randomized
primality test chooseswith high probability amongthe 100 possiblewitnesses
for the non-primalityof � at leastonewitness. The randomizedTSPalgorithm
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choosesonly with very small (but non-zero)probability a goodtour. However,
they all usetheprincipleof randomchoice.

We discussone further simple result. If we have for someproblem an JK� -
algorithm W anda �6NOJK� -algorithm W0c , wecanrunthemindependentlyandobtain
a <=�>� -algorithm W F in thefollowing way:

– if W answers“yes”, weknow that“yes” is thecorrectanswer,

– if W c answers“yes”, we know that“yes” is thecorrectanswerfor thecom-
plementaryproblemwhich implies that “no” is the correctanswerfor the
original problem,

– if W and W=c answer“no”, oneof themhasmadea failure and W F should
refuseto produceanoutput.

For eachinput, the refusalprobability is boundedby the failure probability of
W or W c . This implies that <3�>��/dJK�@ef�6NQJK� and,with the sameargument,
<3�G�GFg/h�b�!ef�6NQ��� . Indeed,thenotationsTU�G�GFP8[JK�GFi8[�6NOJK�GF , and <3�G�>F
arenot usedandshouldbereplacedwith �G�A8[���A8[�6NO�b� , and �b�4ej�6NQ��� , re-
spectively ( �>� E/ probabilisticpolynomial time). Figure2 shows the landscape
of Figure1 with theusualnotation.

BPP

coRP RP

P

PP

coNPNP

ZPP/ RPe coRP NPe coNP

Figure2: Thelandscapeof complexity classesbasedon randomized(andnonde-
terministic)computations.

Hence,�b� and �G� belongto thesetof complexity classesfor randomizedcom-
putationswith anunacceptablefailureprobability. �>� is alwaysconsideredasa
complexity classfor randomizedcomputationswhile ��� is usuallyconsideredas
a complexity classfor nondeterministiccomputations.This provesthat it is not a
big stepto consider��� asa complexity classfor randomizedcomputationswith
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anunacceptablefailureprobability. Our investigationshaveshown thatall consid-
eredcomplexity classes(with theonly exceptionof � ) arebasedon randomized
computations.Theconclusivedistinctionis whethertherefusalor thefailureprob-
ability canbemadeverysmall,namely	 
�+ , like for theclasses<3�>�A8[JK�A8[�6NQJK� ,
and TU�G� , or whethertheseprobabilitiesaretoo large for applications,like for
theclasses���ke��6NQ���A8[���A8[�6NQ��� , and �G� .

5 Conclusions and outlook

Nondeterministicalgorithmsarerandomizedalgorithmswith one-sidederrorand
apossiblytoo largefailureprobabilitywhichonly hasto besmallerthan � . Since
randomizedalgorithmshave to betaughtanyway, this is a new approachto teach
nondeterminismwithout muchextra effort. The main advantageis that nonde-
terminismis introducedasanalgorithmicconceptwhich canberealizedon real
computers(althoughthefailureprobabilityis too largefor realapplications).

Thisnew approachhasbeentestedwith encouragingsuccessat thecomputersci-
encedepartmentof theUniversityof Dortmund.

Thestudentshadthemotivationto understandhow randomizedalgorithmswork.
They learnthow to distinguishpracticablerandomizedalgorithmsfrom impracti-
cableones.However, many importantproblemsonly allow impracticablerandom-
izedalgorithmswhich turnedout to be interestingfrom a complexity theoretical
pointof view. After having seenthisalgorithmicinterpretationof nondeterminism
thestudentsalsolearnttheothercharacterizationsof nondeterminismin orderto
obtaina varietyof pointsof view of this difficult concept.In orderto propagate
this approachtherewill be a new textbook entitled ”Komplexitätstheorie– ein
klassischesGebietausmodernerSicht” (“Complexity theory– a classicalfield
from a modernviewpoint”).
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