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Abstract

Nondeterminisnis a centralconceptin computerscience. Every stu-
dentof computersciences facedwith this conceptsinceit is the basisof
the N P-completenestheoryandis appliedin automataheory formal lan-
guagesand mary more areas. Studentstendto have difficulties with the
abstractoncepbf nondeterminismHereadifferentapproacto nondeter
minismis proposed Studentshouldfirst learnthe fundamentatonceptof
randomizatiorandrandomizedalgorithms,sincerandomizatiorhasnowa-
daysapplicationsin all areasof computerscience. Afterwards,nondeter
minismcanbe easilyintroducedasa specialcaseof randomization.

Zusammenfassung

Nichtdeterminismusst ein zentralesKonzeptin der Informatik. Jeder
Informatikstudentvird im Laufe seinesStudiumsmit diesemKonzeptkon-
frontiert, dennesist die Grundlageder Theorieder N P-Vollstandigleit und
wird in der Automatentheoriebei formalenSpracherundin vielen ande-
ren Bereichenangevendet. Studenterhabenhaufig Schwierigleiten mit
dem abstrakterKonzeptdes Nichtdeterminismus.Wir stellen hier einen
andererzugangzumNichtdeterminismusor. Studentersolltendanactzu-
erstmit dem grundleggendenKonzeptder Randomisierungind mit rando-
misiertenAlgorithmenvertrautgemachtwerden,dennRandomisierundpat
gagenwartig Anwendungerin allen Bereichender Informatik. Anschlie-
Rendkann Nichtdeterminismusis Spezialéll der Randomisierungpehan-
deltwerden.
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1 Introduction

Nondeterminisms one of the oldestand mostfundamentahbstractconceptsn

computerscience.Nondeterministicautomatadescribethe possiblebehaior of

finite-memorycomputers Machinemodelsdescribingthe classe®f contet-free
andcontet-sensitvelanguagesreinherently(or, atleast,presumablynherently)
nondeterministicThe N P-completenestheorywhich hadinfluenceonthethink-

ing of all computerscientistas basedon the compleity classN P of all decision
problemswhich canbe decidednondeterministicallyn polynomialtime. Hence,
every studentof computersciences facedwith nondeterminismvhich usuallyis

definedin thefollowing way.

A nondeterministienadine hasthe possibilityto choosein eat configuationits
successoconfiguation froma finite setof configuations. It acceptsan input iff
thereis a legal computatiorpathto an acceptingconfiguation.

Thetypical questionof a studentis: “How canwe build sucha machine?”The
typical answeris thata nondeterministienachinecannotbe built andthatnonde-
terministicmachinesare abstractdevices. One may have the ideaof a machine
which “guesses’the “right” successoconfigurationif thereis one. Anotheridea
is to think of a parallelcomputerwherethe differentcomputationpathsarefol-
lowed by differentprocessorsHowever, in orderto simulatea nondeterministic
machinefor alinearnumberof stepsve mayneedexponentiallymary processors.
In ary case,nondeterminisnurnsout to be “not realizabl€. | have held much
more thanthousandoral examinationson this subjectandit hasturnedout that
only excellentstudentsdo not have difficulties with the conceptof nondetermin-
ism.

Also the otherwell-known descriptionsof nondeterminisnare not usefulin the
verybeginning. Thereis alogic-orienteddescription(usingoneexistentialquanti-
fier for astringof polynomiallengthandapredicatevhichis decidablen polyno-
mial time, see,e.g.,Garegy andJohnson(1979))anda proof-orienteddescription
(thereis aproofof polynomiallengthcorvincing apolynomial-timeverifieriff the
input hasto be acceptedsee,e.g.,Mayr, Promel, and Steger (1998)). All in all,

the commonapproacheso teachnondeterminisnhave seriousdravbacks. Nev-

erthelessthesedescriptionsof nondeterminisnare usefulandhave to be taught
later, but, aswe think, not asfirst approacho nondeterminism.

Here we proposeanotherapproachto nondeterminism. It is not claimedthat
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this approachs totally new. It hasbeenmentionedat leastimplicitly at various
places,but it hasnever beenproposedasthe first definition of nondeterminism
studentsshouldsee. The approachis to introducerandomizedalgorithmsand
thennondeterminismasa specialkind of randomization.This approachhasnot
beenproposedn the sixties, seventies,or eightiesof the lastcentury sincethen
randomizatiorwas not sucha fundamentalkconceptin computerscienceas to-
day Nowadays,the designof datastructuresalgorithms,and searchheuristics
typically leadsto solutionsbasedon randomizationseeary monograpton new
algorithmicconcepts)Hence,it is necessaryo teachrandomizatiorin the basic
coursentheoreticacomputerscience.

In Section2, we briefly discusswvhy randomizatiorcanandshouldbeintroduced
in basiccomputersciencecoursesat universities.In Section3, we describecom-
plexity classedasednrandomizecomputationsandintroducethelandscap®f

thesecompleity classesin Section4, we shav how this approacHeadsdirectly
to the conceptof nondeterminisnmasa specialcaseof randomization.We finish

with someconclusionsaandanoutlook.

2 Randomized algorithms

Quicksortis the mostimportantsortingalgorithm. The classicalquicksortvariant
is deterministic.Thenquicksortis inefficientfor certaininputs. It is only efficient

if we believe thatall input types,i.e., all permutation®f sortedsequencedjave

the sameprobability to be processed.Thereis no reasonto believe in suchan

assumptionRandomizations the key to solve the problem.If the pivot element
is choserrandomly quicksortis with very high probability efficientandthis holds
for eachinput.

Randomizations thekey to efficientandreasonabléehaior in mary situations.
Onefamousexampleis gametheory Considere.g.,thewell-knowvn gamecalled
scissors-papestone. If we areafraidthatour opponenis psychologicallysupe-
rior, ouronly chancenotto losethegame(in thelongrun)is theuseof randomized
stratayies.

Cryptographyand,therefore dataprotectionandthe designof digital signatures
arenotpossiblewithoutrandomizationKeyshaveto bechosermrandomlyin order
to confuseopponentsThemostpopularpublic-key cryptosystemsvork with very
large prime numbers(approximately500-1000bits). How canone obtainsuch
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randomprime numbers?One choosesandomnumbersand testswhetherthey

are prime. Efficient deterministicprimality testalgorithmsare not known and
oneusesrandomizedalgorithms. With very small probability, sucha testclaims
thata compositenumberis prime (falsepositive). Theideabehindthis testis the
following. Eachnumbersmallerthanthegivennumberm is apossiblewitnessthat
n is not prime. More preciselyif n is prime,thereis no witnessproving thatn is

notprime. However, if n is compositeatleasthalf of all possiblewitnessegprove

thatn is composite(without revealinga properfactorof n). Using resultsfrom

classicahumbertheoryit canbetestedefficiently whethern is awitnessto prove

thatn is compositgfor detailsseeMotwaniandRagh&an(1995)). Somepossible
witnessesperhapsl00, are dravn randomly Either we have found a witness
proving that n is compositeor we believe thatn is prime. If n is composite,
the probability, thatamong100 randompossiblewitnesseghereis no witnessis

boundedabove by 210,

Primality testingis suchafamousexample,sincethe problemis important,no ef-
ficientdeterministicalgorithmis known, andtherandomizedhlgorithmis efficient
andhasafailure probabilitywhich canbe acceptedn applications.

“There aretwo principal advantagego randomizedalgorithms. Thefirst is per

formance— for mary problems,randomizedalgorithmsrun fasterthanthe best
known deterministicalgorithms. Secondmary randomizedalgorithmsare sim-

pler to describeandimplementthandeterministicalgorithmsof comparableer

formance”(Motwani and Ragh&an (1995)). This is the casewhen considering
randomizedskip lists insteadof deterministicbalancedsearchtrees,the finger

printing techniguesgametree evaluation,or randomizedsearchheuristicslike

simulatedannealingor evolutionaryalgorithms. Already this shortlist of exam-
plesprovesthatstudentshouldlearnaboutrandomizatiorvery early Compleity

theory hasthe taskto describecompleity classeselatedto randomizedalgo-
rithms.

3 Complexity classes based on randomized compu-
tations

We have to distinguishdecisionproblems(decidewhetherthe besttourin a TSP
instancehasa costof at mostc) andthe more generalclassof so-calledsearch



problems(computean optimaltour for a TSPinstance)vhereperhapsnmary dif-
ferentoutputsare correct. We discussdecisionproblemsandusethe notation P
for the classof all decisionproblemswhich can be solved deterministicallyin
polynomialtime. For randomizeccomputationsye have to distinguishthe fol-
lowing failuretypes:

— two-sidederror, i.e., we allow falsepositives(the answeris “yes” although
theright answeris “no”) andfalsenegatives(the answeris “no” although
theright answelis “yes”),

— one-sidecerror, i.e., we allow falsenegativesbut no falsepositives(or vice
versa),

— zeroerror, i.e.,we allow thatthe algorithmstopswithout result,all answers
haveto becorrect.

One-sidecerrormakesno sensdor searchproblems.The othertwo failuretypes
caneasilybegeneralizedo searchproblems.The possibility of stoppingwithout
resultis only necessaryn the zero-errorcase.In the caseof one-sidecerrorthe
algorithmcanproducetheanswer‘no” in the caseof notknowing theanswerand
in the caseof two-sidederrorit canrandomlyproduceananswer

Which failure probabilitiesandrefusalprobabilities(the algorithm stopswithout
result)do we accept?et ¢g(n) beanupperboundon thefailure or refusalproba-
bility for inputsof bit lengthn:

— two-sidederror: it is necessaryhatq(n) < 1/2 (otherwise,we may ran-
domly guesgheresult),

— one-sidecerror: it is necessaryhatg(n) < 1 (otherwise,we may answer
“no” without computation),

— zero-error:againit is necessarshatg(n) < 1.

We investigatepolynomial-timerandomizedalgorithms. Is the parameteig(n)
crucial,i.e.,isit possiblehatproblemshave efficientalgorithmswith failureprob-
abilities boundedby ¢(n) but not with failure probabilitiesboundedby ¢(n)/2?
This is not the case,if ¢(n) is not very large. With a simple techniquecalled
probability amplificationit is possibleto reducethe failure or refusalprobability
significantly Thisis very easyin the caseof zero-erroralgorithms. We perform
m(n) independentunsof thealgorithm. If we getananswetin atleastonerun,
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we know the correctanswer The new refusalprobabilityis thereforeboundedoy
q(n)™™. Evenif ¢(n) = 1 — 1/p(n) for somepolynomialp(n), m(n) = np(n)
and,thereforepolynomiallymary independentunsreduceherefusalprobability
to 27". Hencewe have to distinguishonly two complexity classegor zero-error
algorithms:

— ZPP,whereg(n) <1—1/p(n) for apolynomialp(n) whichis equivalent
to g(n) < 2™ and,thereforeto refusalprobabilitieswhich canbeaccepted
in mostapplicationg ZPP & zero-errorprobabilisticpolynomialtime),

— ZPP*, whereq(n) < 1, suchrefusalprobabilitiescannotbe acceptedn
mostapplicationsandZ P P* is anabstractompleity class.

The situationfor one-sidecerroris similar. If atleastonerun givesthe answer
“yes”, we know thatthe answeris “yes”” Hence thefailure probability for m(n)

independentunsis reducedrom g(n) to ¢(n)™™. Herewe considerthe com-
plexity classRP (£ randomizedolynomialtime), whereq(n) < 1 — 1/p(n) or

equivalentlyg(n) < 27", andtheabstractomplexity classkRP*, whereq(n) < 1.

Problemsin RP can be solved efficiently enough. Moreover, let coRP (co £

complement)and coRP* be the correspondingcompleity classesvherefalse
positivesarereplacedwith falsenegatives.

The situationfor two-sidederror is more difficult. Someruns may producethe
answer‘yes” while otherrunsproducethe answer‘no.” Sincewe only consider
the caseg(n) < 1/2, theanswershave atendeng to be correct. Therefore we

take a majority vote,i.e., we answer‘yes” if amajority of therunsanswer‘yes”

(ties canbe broken arbitrarily). Using Chernof bounds(see,e.g.,Motwani and
Raghaan (1995))it canbe proved that polynomially mary runsanda majority
vote decreasehe failure probability from 1/2 — 1/p(n) for a polynomial p(n)

to 2. This leadsto the complexity classBPP (£ bounded-erroprobabilistic
polynomialtime), whereq(n) < 1/2 — 1/p(n) or equivalentlyg(n) < 2", and
theabstractomplexity classBP P*, whereq(n) < 1/2.

Our considerationgeadto the following landscapef compleity classes.A di-
rectededgefrom A to B correspondso therelationA C B.

All relationsin Figurel follow from our considerationsonly therelation RP* C
BP P* needsa shortproof. The compleity classesn the left side of Figure1
containproblemswhich can be solved efficiently, while the compleity classes
ontheright sideseemto be of no practicaluse. With respecto searchproblems
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Figure 1: The landscapeof compleity classedhasedon randomizedcomputa-
tions.

we obtaina correspondindgandscapeavithout RP, coR P, RP*, andcoRP*, since
one-sidecerrormakesno sensdor searchproblems.

Onemayaruethatthisis along way, beforewe canintroducenondeterminism.
However, we argue that randomizedalgorithmsare of suchan importancethat
studentsneedto know aboutthe differenttypesof randomizedalgorithmsany-
way andthat,thereforethelandscap@®f complity classebasednrandomized
computationshouldbetaughtat the beginning of theoreticalcomputerscience.

4 Nondeterminism is a special case of randomiza-
tion

Many problemsareknown to be containedn P. Nowadaysi|t is still impossible
to prove that P # BPP*. We look for problemsnot known to belongto P

which arecontainedn someof the othercomplexity classesPrimality testingis

containedn coRP, sincewe only accepfalsepositvesandthefailure probability
of asingletestis boundedabore by 1/2.

Let us considersomedecisionproblemsandthe decisionvariantsof somewell-
known difficult optimizationproblems:

— knapsaclkroblem,decidewhetherthereis asubsebf all considereabjects
with atotal weightboundedabore by someparamete#V anda total profit
boundedelowv by someparamete3,



— satisfiability problem,decidewhethera circuit hasa satisfyinginput, i.e.,
aninput leadingto the output1 (this is animportantproblemin hardware
verification),

— travelingsalespersoproblem,decidewhetherthecostof sometouris bounded
above by someparameter.

The following RP*-algorithmsfor theseproblemswork in the sameway. In a
first step,a possiblesolution (a choiceof a setof objects,a circuit input, or a
tour) is randomlychosen. Thenit is efficiently and deterministicallychecled
whetherthis solutionfulfills therequirementsThe answer‘yes” is only givenif
alegal solutionis found. Hence only falsenegativesare produced.Moreover, if
a solutionexists, it is producedwith positive probability TheseR P*-algorithms
have a failure probability which canonly be boundedby 1 — 27" or 1 — 1/n!
andthey areof no practicalinterest. However, we obtainin a similar way RP*-
algorithmsfor mary importantproblems. This impliesthatthe compleity class
RP* is of sometheoreticainterest.

Indeed,RP* is the compleity classN P!

We reformulatethe conditionsfor RP* algorithms:

— if thecorrectanswelis “yes”, thefailure probabilityis lessthani, i.e., there
is acomputatiorpath(of positive probability)leadingto the correctanswey

— if thecorrectanswels “no”, thefailure probabilityis 0, i.e.,all computation
pathsleadto the correctanswer

Altogether thecorrectanswelis “yes” iff thereis a computatiorpath(of positive
probability) leadingto theanswer‘yes” Computatiorpathsof positive probabil-
ity canbeidentifiedwith legal computationpaths. Hence, N P-algorithms“are”
randomizegolynomial-timealgorithmswith one-sidecerrorallowing falsenega-
tiveswherethefailure probabilityhasto be smallerthan1 (which for applications
is too large). Nondeterministialgorithmscanbe realized,althoughtheir failure
probabilitiesaretoo large for seriousapplications Neverthelessnondeterminism
is no longeranabstractoncept.

Herewe cancomparetheconsideredandomizedlgorithms.Randomizedjuick-
sort chooseswith high probability often good pivot elements. The randomized
primality testchooseswith high probability amongthe 100 possiblewitnesses
for the non-primality of n at leastone witness. The randomizedT SP algorithm
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chooseonly with very small (but non-zero)probability a goodtour. However,
they all usethe principle of randomchoice.

We discussone further simple result. If we have for someprobleman RP-
algorithmA andacoR P-algorithm A’, we canrunthemindependentlyandobtain
a Z P P-algorithmA* in thefollowing way:

— if A answersyes”, we know that“yes” is the correctanswey

— if A" answersyes”, we know that“yes” is the correctanswetrfor the com-
plementaryproblemwhich implies that“no” is the correctanswerfor the
original problem,

— if A and A’ answer‘no”, one of themhasmadea failure and A* should
refuseto produceanoutput.

For eachinput, the refusal probability is boundedby the failure probability of
Aor A'. ThisimpliesthatZPP = RP N coRP and,with the sameargument,
ZPP* = NP N coNP. Indeed,the notationsBPP*, RP*, coRP*, and Z P P*
arenot usedandshouldbereplacedwith PP, NP,coNP,and NP N coN P, re-
spectvely (PP £ probabilistic polynomialtime). Figure2 shavs the landscape
of Figure1 with the usualnotation.

BPP. PP
/N 2N
coRP RP———=NP coNP
ZPP=RP1coRP NPNcoNP

P

Figure2: Thelandscap®f complity classedbasedon randomizedandnonde-
terministic)computations.

Hence,N P and PP belongto the setof compleity classegor randomizedcom-
putationswith anunacceptabléailure probability PP is alwaysconsideredsa
compleity classfor randomizeccomputationsvhile N P is usuallyconsidereds
acomplity classfor nondeterministicomputationsThis provesthatit is nota
big stepto considerN P asa compleity classfor randomizeccomputationsvith
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anunacceptablé&ilureprobability. Ourinvestigation$iave shovn thatall consid-
eredcompleity classegwith the only exceptionof P) arebasedon randomized
computationsTheconclusvedistinctionis whethertherefusalor thefailureprob-
ability canbemadevery small,namely2—", like for theclassesZ PP, RP, coRP,
and BPP, or whethertheseprobabilitiesaretoo large for applicationsike for
theclassesVP N coNP, NP,coNP,andPP.

5 Conclusions and outlook

Nondeterministi@lgorithmsarerandomizedalgorithmswith one-sidecerrorand
apossiblytoo largefailure probabilitywhich only hasto be smallerthan1. Since
randomizedalgorithmshave to betaughtanyway, thisis anew approacho teach
nondeterminisnwithout much extra effort. The main advantageis that nonde-
terminismis introducedasan algorithmicconceptwhich canberealizedon real
computergalthoughthefailure probabilityis too large for realapplications).

This new approachasbeentestedwith encouraginguccesstthe computersci-
encedepartmenof the Universityof Dortmund.

The studenthadthe motivationto understandiow randomizedalgorithmswork.
They learnthow to distinguishpracticablerandomizedalgorithmsfrom impracti-
cableones.However, mary importantproblemsonly allow impracticableandom-
ized algorithmswhich turnedout to be interestingfrom a complexity theoretical
pointof view. After having seerthis algorithmicinterpretatiorof nondeterminism
the studentsalsolearntthe othercharacterizationsf nondeterminisnin orderto
obtaina variety of pointsof view of this difficult concept.In orderto propagate
this approachtherewill be a new textbook entitled "K omplexitatstheorie- ein
klassischessebietausmodernerSicht” (“Complexity theory— a classicalfield
from amodernviewpoint”).
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